
 

Goldphish Terms of Service  
These current Goldphish Terms of Service apply to organisations who have requested 
access to the Goldphish service, either directly from Goldphish or from one of its 
authorised resellers.  

Thank you for signing up to use our Services. By agreeing to an order which references 
these Terms of Service (“Terms”) or clicking to accept them, or by using or accessing the 
Services (whichever is earlier), you agree to these Terms and other parts of this 
Agreement as defined in Section 1.1 below.  

Certain capitalised terms (like ‘Goldphish’, and ‘Services’) are defined in Section 1, and 
others are defined in context elsewhere in these Terms.  

Please note that Goldphish may modify this Agreement as described in Section 20 below. 
If you have purchased Goldphish through one of our authorised resellers or channel 
partners, these Terms apply subject to the provisions of Section 14 below.  

If you are accepting these Terms on behalf of a legal entity (such as your employer), you 
confirm that: (i) you have full legal authority to do so; (ii) you have read and understand 
these Terms; and (iii) you agree to these Terms on behalf of the legal entity that you 
represent.  

Goldphish is a 'software as a service' platform that offers training, testing, and simulated 
phishing solutions to educate users and foster a security culture within businesses. Our 
aim is to help companies reduce cyber risk by equipping their teams with the knowledge 
and skills to stay secure in their digital activities. It’s designed for a modern workforce and 
a hybrid working environment. For more information please visit: 
https://www.goldphish.com​
 

1. Definitions and Interpretation  

1.1 In the event of any conflict in respect of the provisions of this Agreement and/or the 
documents referred to in it the following order of priority shall prevail (in descending order 
of priority):  

(i) the Order;  
(ii) these Terms.  

1.2 The definitions and rules of interpretation in this Section apply in this Agreement.  

Administrator: an Authorised User who will have the rights to access and configure 
Customer’s preferences and settings as regards the Services, and to access and 
administer Authorised User accounts.  

Affiliate(s): in respect of either party, a company, partnership or other entity controlling, 
controlled by or under common control with such party, but only so long as such control 
continues to exist. For purposes of this definition, “control” means ownership, directly or 
indirectly, of greater than fifty percent (50%) of the voting rights in such entity (or, in the 
case of a noncorporate entity, equivalent rights).  

Applications: the software or applications used by or on behalf of Goldphish to provide 
the Services.  

1 
 

https://www.goldphish.com


 

Authorised Users: those employees, consultants, agents and independent contractors of 
the Customer (and, subject to Section 2.3, an Affiliate of the Customer) who are 
authorised by the Customer to use or have access to the Services.  

Business Day: a day other than a Saturday, Sunday or public holiday in England.  

Channel Partner: a reseller or channel partner of Goldphish, directly or indirectly 
authorised by Goldphish to resell access to the Services.  

Commencement Date: the date specified in the Order specified for the commencement 
of the Subscription Term, or in the absence of an Order, the date on which the Customer 
affirms their acceptance of these Terms or uses or accesses the Services, whichever is 
earlier.  

Core Hours: 6.00am to 6.00pm local UK time, each Business Day.  

Customer Data: all information that Customer or any Authorised User submits to the 
Services, provided that Customer Data does not include Goldphish Content or Customer 
Materials or anonymised or unidentified data Customer Materials: any Customer branding 
elements, text, images or other content items generated by the Customer outside of the 
Services, that the Customer (including any Authorised User) submits to the Services for 
display to or use by Authorised Users.  

Data Protection Laws: means, as applicable, the General Data Protection Regulation ((EU) 
2016/679), and the UK GDPR as defined in section 3(10) (as supplemented by section 
205(4)) of the Data Protection Act 2018.  

Documentation: the document made available by Goldphish online via the Goldphish 
Website or such other web address notified by Goldphish to the Customer from time to 
time which sets out a description of the Services and the user instructions for the Services.  

Goldphish: Goldphish Ltd, a limited company registered in England and Wales under 
company number 10333752, whose registered office is at Office 9, Dalton House, 60 
Windsor Avenue, London, SW19 2RR.  

Goldphish API: any APIs, SDKs or other developer assets, to the extent that they are 
comprised within the Subscription Allocation.  

Goldphish Content: all information, data, text, messages, graphic images, photographs, 
sound, music, video or content that Goldphish incorporates into the Services.  

Goldphish Privacy Notice: the privacy notice set out from time to time at 
https://www.goldphish.com/privacy-policy.  

Integration: any means provided by Goldphish as part of the Services which facilitates 
connection to or interaction with a Non-Goldphish Service.  

Licences: the number of user subscriptions comprised in the Subscription Allocation, 
which entitle a corresponding number of Authorised Users to access and use the Services 
in accordance with this Agreement.  

Managed Services: an optional service offering, purchased under a separate Order, under 
which Goldphish or a Channel Partner performs certain configuration, administration, 
campaign management, reporting or operational activities within the Services on behalf 
of the Customer. 

Non-Goldphish Service: any third-party product or service (including any learning 
management systems, security platforms, compliance platforms, or single sign-on tools) 
which may be accessed or used in connection with the Services.  
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Normal Working Hours: 9.00 am to 5.00 pm local UK time, each Business Day.  

Order: Goldphish’s applicable online order forms, flows, in-product screens or other 
Goldphish-approved ordering document or process describing the services ordered from 
Goldphish. As applicable, the Order will identify the Customer, the Services, the 
Subscription Allocation, the Subscription Term and the Subscription Fees.  

Personal Data: has the meaning given to that term in the Data Protection Laws and 
relates only to personal data, or any part of such personal data, in respect of which 
Goldphish provides the Services under this Agreement.  

Renewal Period: a period as defined in Section 18.1.  

Security Document: the page on the Goldphish Website which sets out the information 
security practices of Goldphish concerning the Services, being as of the Commencement 
Date as set out in the Platform Security Overview available at 
https://www.goldphish.com/security-overview, as updated from time to time provided 
that no such update shall materially overall negatively affect the level of security of 
Customer Data.  

Services: the subscription services (including Free Services) provided by Goldphish to the 
Customer under this Agreement, including access to Goldphish Content for use in 
connection with the Services, as described in the Order.  

Subscription Allocation: the number or allocation of Licenses specified in the Order.  

Subscription Fees: the subscription fees payable to Goldphish for the Subscription 
Allocation, as set out in the Order as updated in accordance with Section 12.6.  

Subscription Term: the initial term of this Agreement as set out in the Order, or if no such 
term is specified, one year from the Commencement Date. For Free Services, the 
Subscription Term will be 30 days during which the Customer can access the Free 
Services.  

Usage Data: data, comprising of details of (or derived from) Customer’s and Authorised 
Users’ use of the Services, including interactions with the Services and Non-Goldphish 
Services, responses and activities of Authorised Users, and the extent of Authorised Users’ 
completion of training materials comprised in the Goldphish Content.  

1.3 In this Agreement: (i) The terms "controller", “joint controller”, "processor", "data subject", 
"processing", “personal data breach” and "appropriate technical and organisational 
measures" will be interpreted in accordance with Data Protection Laws; (ii) Section, 
schedule and paragraph headings shall not affect the interpretation of this Agreement; 
(iii) a person includes an individual, corporate or unincorporated body (whether or not 
having separate legal personality); (iv) a reference to a company shall include any 
company, corporation or other body corporate, wherever and however incorporated or 
established; (v) a reference to writing or written includes email; (vi) any words following 
the terms including, include, in particular, for example or any similar expression shall be 
interpreted as illustrative and shall not limit the sense of the words preceding those terms; 
and (vii) references to Sections and schedules are to the Sections and schedules of this 
Agreement; references to paragraphs are to paragraphs of the relevant schedule to this 
Agreement. ​
 

2. Subscription Allocation  

2.1 Subject to the Customer purchasing the Subscription Allocation in accordance with 

3 
 



 

these Terms, the restrictions set out in this Section 2 and the other terms and conditions of 
this Agreement, Goldphish grants to the Customer a non-exclusive, non-transferable right 
to permit the Authorised Users to use the Services in accordance with the Documentation 
during the Subscription Term and any Renewal Period solely for the Customer's (and it’s 
Affiliates) internal business operations.  

2.2 The Customer shall ensure that the maximum number of Authorised Users that the 
Customer authorises to access and use the Services shall not exceed the number of 
Licences it has purchased from time to time. The Customer will not allow any Licence to 
be used by more than one individual Authorised User unless it has been reassigned in its 
entirety to another individual Authorised User, in which case the prior Authorised User will 
no longer have any right to access or use the Services.  

2.3 Except to the extent specified in the Order, Authorised Users may include employees, 
agents and independent contractors of an Affiliate of the Customer. If an Affiliate wishes 
to have its own account for the Services or wishes to be billed separately for use of the 
Services, this will require a separate Order to be agreed between Goldphish and the 
Affiliate. ​
 

3. Adding Subscription Allocation  

3.1​ The Customer may, from time to time during any Subscription Term, order 
additional Licences in excess of the number set out in the Order, and Goldphish shall grant 
access to the Services to such additional Authorised Users in accordance with the 
provisions of this Agreement. If the Customer wishes to order additional Licences, the 
Customer may do so by means of the Services, provided that the Customer shall pay to 
Goldphish the relevant then-current fees for such additional Licences. Such fees shall be 
for the full 12-month Subscription Term commencing from the date of activation by 
Goldphish for the annual Subscription Term or Renewal Period (as applicable). ​
 

4. Services  

4.1 The Customer may specify one or more Administrators by means of the Services. The 
Customer agrees that Administrators have its authority, and Goldphish may rely on that 
authority, in respect of instructions or choices made by, and any communications or 
notifications provided to, any Administrator in connection with the Services.  

4.2 The Services and the Documentation continue to evolve. Goldphish may improve the 
Services (including by changing, adding or removing features) at any time. Such 
improvements shall if it does not materially reduce the functionality of the System, and 
may provide alternative features so long as they have materially the same or improved 
benefits as previous features. Any such change shall apply to Goldphish’s customers 
generally, and shall not be targeted to a Customer alone. 

4.3 Goldphish may share information about its future plans for the Services. Any 
statements about those plans are an expression of intent, but not binding, and the 
Customer acknowledges that it does not rely on them when purchasing its subscription 
and that its purchase is not contingent on any future features or functionality. Decisions to 
purchase Subscription Allocation shall not be based on the potential for delivery of any 
future functionality or features.  

4.4 Managed Services: Where the Customer has purchased Managed Services, the 
Customer authorises Goldphish (or, where applicable, a Channel Partner) to perform the 
agreed administrative and operational activities within the Services on the Customer’s 
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behalf. For the avoidance of doubt, the provision of Managed Services does not modify 
this Agreement, the Subscription Fees, support terms, allocation of risk between the 
parties, or any limitation or exclusion of liability set out in this Agreement, and these Terms 
continue to apply in full to all access to and use of the Services by the Customer, 
Administrators and Authorised Users.​
 

5. Free Services  

5.1 Goldphish may from time to time make available some or all of the Services as Free 
Services. Goldphish may terminate or suspend the provision of Free Services at any time 
with or without notice. Where access is provided on a free trial basis, unless the Customer 
purchases a paid subscription to the Services before the end of the free trial, Goldphish 
may permanently delete Customer Data at the end of the trial or PoV, and Goldphish will 
not be obliged to recover it. To the extent that Goldphish specifies any additional terms 
and conditions to the Customer in the course of registering for a free trial, those terms will 
apply as well as these Terms. ​
 

6. Data Protection  

6.1 Goldphish and the Customer agree that, for the purposes of Data Protection Laws, 
Goldphish is the Processor and the Customer is the Controller with respect to the 
processing of personal data. Respective obligations are set out in Schedule 1 below. 
Goldphish is authorised to use Personal Data solely for the purpose of providing the 
Services, related administration of the Agreement, and as may be required by law.  

6.2 The collection, use, and disclosure of Personal Data by Goldphish is subject to the 
Goldphish Privacy Notice. The Customer acknowledges that the Services include sending 
Authorised Users simulated cyber security attack communications, therefore the 
Customer shall ensure that Authorised Users are apprised of the Goldphish Privacy Notice 
prior to their first engagement with such communications.  

6.3 Each party shall comply with its obligations set out in Schedule 1 regarding the 
processing of Personal Data.  

6.4 Goldphish routinely undertakes regular backups of the Services (which may include 
Customer Data) for its own business continuity purposes. The Customer acknowledges 
that such steps do not make Goldphish responsible) for any loss of availability of, or 
corruption or damage to, any Customer Data.  

Without prejudice to Goldphish’s obligations under Data Protection Laws:  

(a) In the event of any loss or damage to Customer Data, the Customer's sole and 
exclusive remedy against Goldphish shall be for Goldphish to aim for restoration from the 
latest backup of such Customer Data; and  

(b) Goldphish shall not be responsible for any loss, destruction, alteration or disclosure of 
Customer Data caused by any third party (except those third parties sub-contracted by 
Goldphish to perform services related to Customer Data maintenance and back-up).  

6.5 Customer Data may be exported from the Services by the Customer at any time 
during the Subscription Term in accordance with the functionality of the platform.  

6.6 Goldphish will notify the Customer without undue delay (but in any event within 48 
hours of becoming aware) of any unauthorised access to its Customer Data account (a 
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“Security Incident”), will promptly take all necessary steps to prevent any further loss of 
Customer Data resulting from the Security Incident, and will provide the Customer with 
reasonable cooperation in investigating the Security Incident (including, on request and 
to the extent reasonable, providing the Customer with information regarding the Security 
Incident). ​
 

7. Goldphish's Obligations  

7.1 Goldphish shall, during the Subscription Term, provide the Services to the Customer 
subject to the terms of this Agreement.  

7.2 Goldphish shall not be responsible for any Service failure or other issue to the extent 
caused by any of the following: (i) incorrect operation or use of the Services by the 
Customer, or any Authorised User (including any failure to follow the Documentation or 
failure to meet minimum specifications of Customers facilities or systems); (ii) use of any 
of the Services other than for the purposes for which it is intended; (iii) use of any Services 
with other software or services or on equipment with which it is incompatible (unless 
Goldphish recommended or required the use of that other software or service or 
equipment in the Documentation); (iv) any act by any third party (including hacking or 
the introduction of any virus or malicious code, or interference with the Services by any 
service provider of the Customer); (v) any modification of Services (other than that 
undertaken by Goldphish or at its direction); or (vi) any breach of this Agreement by the 
Customer (or by any Authorised User).  

7.3 Goldphish warrants that in its provision of the Services, it will comply with all laws and 
regulations generally applicable to it as a business and a provider of software as a 
service solution. All decisions that the Customer makes in relation to the information that 
the Services provides including the Goldphish Content are made at the Customer’s own 
risk. Goldphish does not purport to give legal or professional advice to the Customer in 
relation to compliance with laws relating to information security. The Services are 
intended to provide the Customer with tools and content to help the Customer make its 
own decisions in relation to its security policies and stance, taking into account other 
factors with relevance to the Customer’s particular circumstances of which the Customer 
and its advisers should reasonably be aware.  

7.4 Goldphish has implemented and maintains a policy for compliance with 
anti-corruption and anti-bribery laws applicable to it. This policy prohibits the offering or 
soliciting of any illegal or improper bribe, facilitating payment, gift, to or from any of the 
Customer’s employees or agents in connection with this Agreement.  

7.5 Goldphish has and will maintain a disaster recovery and business continuity plan. 
Goldphish does not warrant that the Customer's use of the Services will be uninterrupted 
or error-free.  

7.6 The Customer acknowledges and agrees that Goldphish does not control the security 
of the Internet and telecommunications providers’ networks and that Goldphish shall 
have no liability for any changes to, interception of, or loss of Customer Data while in 
transit by means of the Internet or telecommunications providers’ networks. ​
 

8. Customer's Obligations  

8.1 The Customer shall:  

(a) provide Goldphish with (i) all necessary co-operation in relation to this Agreement; 
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and (ii) all necessary access to such information as may be required by Goldphish in 
order to provide the Services;  

(b) without affecting its other obligations under this Agreement, comply with all 
applicable laws and regulations with respect to its use of the Services;  

(c) use all reasonable endeavours to prevent any unauthorised access to or use of, the 
Services and, in the event of any such unauthorised access or use, promptly notify 
Goldphish.  

(d) ensure that only Authorised Users use the Services and that the Authorised Users use 
the Services in accordance with the terms and conditions of this Agreement;  

(e) be liable for the acts and omissions of the Authorised Users as if they were its own;  

(f) obtain and shall maintain all necessary licences, consents, and permissions necessary 
for Goldphish, its contractors and agents to perform their Customer-specific obligations 
under this Agreement.  

8.2 The Customer shall not:  

(a) except as may be allowed by any applicable law which is incapable of exclusion by 
agreement between the parties and except to the extent expressly permitted under this 
Agreement: (i) attempt to copy, modify, duplicate, create derivative works from, frame, 
mirror, republish, download, display, transmit, or distribute all or any portion of the 
Applications, Goldphish Content and/or Documentation (as applicable) in any form or 
media or by any means; or (ii) attempt to de-compile, reverse compile, disassemble, 
reverse engineer or otherwise reduce to human-perceivable form all or any part of the 
Applications; or  

(b) access all or any part of the Services and Documentation in order to design, build or 
improve a product or service which competes with the Services or has features or 
functionality substantially similar to the Services, or for the purposes of competitive 
analysis; or  

(c) use the Services and/or Documentation to provide services to third parties, or license, 
sell, rent, lease, transfer, assign, distribute, display, disclose, or otherwise commercially 
exploit, or otherwise make the Services available to any third party; or  

(d) attempt to hack, defeat, or overcome any encryption technology or security measures 
regarding the Services or Goldphish’s other systems or those of any third party, or gain 
any unauthorised access to any systems or accounts; or  

(e) introduce or permit the introduction of, any malware or vulnerability into Goldphish's 
network and information systems;  

(f) remove any trademark or copyright notices contained in the Services;  

(g) not use the Services for any activity (including the display of any Customer Materials) 
which (i) is unlawful, harmful, threatening, defamatory, obscene, infringing, harassing or 
racially or ethnically offensive; (ii) facilitates illegal activity; (iii) is discriminatory based on 
race, gender, colour, religious belief, sexual orientation, disability; or (iv) is otherwise illegal 
or causes damage or injury to any person or property, and Goldphish reserves the right, 
without liability or prejudice to its other rights to the Customer, to disable the Customer's 
access to any material that breaches the provisions of this Section 8.2.  

8.3 The Customer shall ensure that the number of Authorised Users does not exceed the 
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Subscription Allocation at any time. Without prejudice to any other right or remedy of 
Goldphish, in the event the Customer is in breach of this Section then Customer shall be 
liable to pay for the number of Authorised Users above the Subscription Allocation.  

8.4 The Customer shall not directly or indirectly export, re-export, or transfer the Services 
to any countries or individuals prohibited under any export laws, or permit the use of the 
Services by any countries or individuals countries or individuals prohibited under any 
export laws. Without limitation, the Customer shall comply with the export laws of the 
United Kingdom and the United States in using the Services and obtain any permits, 
licences and authorizations required for such compliance. The Customer represents that 
neither it nor any of its Affiliates (nor any officer or persons associated with the Customer 
or any Affiliate) is named on any United Kingdom or U.S. government list of persons or 
entities prohibited from receiving exports.  

9. Suspension  

9.1 Goldphish may suspend access to the Services (or any part, including any Integration) 
to all or some of the Authorised Users if:  

(a) Goldphish suspects that there has been any unlawful use or any misuse of the 
Services or breach or threatened breach of Section 8 or 10 of these Terms;  

(b) after 14 days written notice from Goldphish, the Customer fails to pay any sums due to 
Goldphish (or, as applicable, the Channel Partner) by the due date for payment (except in 
circumstances of a good faith dispute in accordance with Section 12.9); or  

(c) required by law, by a court or governmental or regulatory order.  

9.2 Where the reason for the suspension is suspected misuse of the Services or breach of 
this Agreement, without prejudice to its rights under Section 18.2 Goldphish will take steps 
to investigate the issue and may restore or continue to suspend access at its discretion.  

9.3 In relation to suspensions under Section 9.1(b) access to the Services will be restored 
promptly after Goldphish receives payment in full and cleared funds.  

9.4 Subscription Fees shall remain payable during any period of suspension 
notwithstanding that the Customer or some or all of the Authorised Users may not have 
access to the Services. ​
 

10. Integrations  

10.1 The Customer acknowledges that Integrations may enable or assist it to access and 
correspond with certain Non-Goldphish Services and that it does so solely at its own risk. 
Goldphish makes no representation, warranty or commitment and shall have no liability 
or obligation whatsoever in relation to the content or use of, or correspondence with, any 
Non-Goldphish Service or any transactions or operations completed with or by means of 
any Non-Goldphish Services, even if a Non-Goldphish Service is identified as being 
compatible with, certified by, or validated by Goldphish. Integrations shall be effected by 
means of the Customer using Goldphish’s standard Integration materials as set out in the 
Documentation.  

10.2 To the extent that the Customer activates or uses any Integration, the Customer 
hereby gives Goldphish express permission to access and use information from any 
account maintained by the Customer with the provider of any Non-Goldphish Services, 
solely for the purposes of this Agreement.  
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10.3 To the extent that any service or feature is completed by means of any 
Non-Goldphish Services, the same is governed by the contract between the Customer 
and the provider of the Non-Goldphish Service, and not this Agreement.  

10.4 Integrations are provided on the basis of a standard deployment of the 
Non-Goldphish Services, and any API provided by the operator of the Non-Goldphish 
Services, as they exist on the Commencement Date. Goldphish shall use reasonable 
endeavours to continue such Integration but makes no warranty that any Integration shall 
remain throughout the Subscription Term. Without limitation, Goldphish may cease to 
provide an Integration of the Non-Goldphish Service where the provider of such service 
ceases to make available the means to connect to such service on what Goldphish 
considers to be a reasonable commercial or technical basis. The Customer will in its use 
of any Integration abide by any terms of service of any Non-Goldphish Services. If a 
Non-Goldphish Service is enabled for the Customer’s use of the Services, the Customer 
acknowledges that Customer Data will be shared with the provider of the Non-Goldphish 
Service. Goldphish will not be responsible or liable for any use, disclosure, modification or 
deletion of Customer Data that is transmitted to, or accessed by a Non-Goldphish Service. ​
 

11.​ Goldphish Content  

11.1 Goldphish shall make available to the Customer certain Goldphish Content as part of 
the Services. The Customer acknowledges and agrees that: (a) the Goldphish Content 
does not consist of any legal advice or professional advice, and has been prepared as 
general information based on Goldphish’s assessment of good security practice; (b) 
whilst Goldphish will use reasonable endeavours to ensure that any guidance on 
compliance or regulatory matters in the Goldphish Content is accurate and up to date, 
the Customer should seek appropriate legal advice before taking or refraining from taking 
any action based on such information; (c) it shall use the Goldphish Content solely in the 
course of accessing the Services under this Agreement; (d) Goldphish shall have no 
liability for any other use of the Goldphish Content; and (e) the contents of the Goldphish 
Content may be accessed for the Customer’s own internal business purposes only and 
the Customer shall not reproduce, copy, distribute or make available any information 
contained within the Goldphish Content without the prior written consent of Goldphish.  

11.2 The Customer acknowledges that any reference in the Documentation or within the 
Services to content being available in languages other than English (“Supported 
Languages”) applies solely to certain modules of the Goldphish Content and related 
training or awareness materials made available to Authorised Users as part of the 
Services. For the avoidance of doubt, Supported Languages do not apply to account 
creation, onboarding, administration features, billing, support communications, legal 
notices, or any other materials unless expressly stated otherwise. Goldphish shall use 
commercially reasonable endeavours to make such modules and materials available in 
Supported Languages within three (3) months of those modules or materials being 
initially made available in English. 

12. Charges and payment [Not Applicable to Customers buying 
through Channel Partners]  

12.1 The Customer shall pay the Subscription Fees to Goldphish for the Subscription 
Allocation annually in advance, except as otherwise expressly stated in the Order. 
Subscription Fees remain payable from the date of the Order (or in the absence of an 
Order, the Commencement Date) including during any initial set-up or implementation 
period. This Section 12 does not apply to orders for the Services placed with Channel 
Partners - Section 14 contains provisions regarding payment and other terms in respect of 
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such orders. All amounts and fees stated or referred to in this Agreement: (i) shall be 
payable in the currency specified in the Order; (ii) are non-cancellable and 
non-refundable; (iii) are exclusive of value-added tax, which shall be added to 
Goldphish's invoice(s) at the appropriate rate.  

12.2 The Customer shall, on the date of execution of the Order (or in the absence of an 
Order, the Commencement Date) and prior to each Renewal Period, provide to Goldphish 
valid, up-to-date, and complete contact and billing details. 

12.3 Goldphish shall invoice the Customer: 

(a) on the date of execution of the Order (or in the absence of an Order, the 
Commencement Date) for the Subscription Fees payable in respect of the Subscription 
Term; and 

(b) on or prior to each anniversary of the Commencement Date for the Subscription Fees 
payable in respect of the upcoming Renewal Period. 

12.4 The Customer shall pay each invoice within 30 days after the date of such invoice. The 
Customer may choose to pay the invoice via: 

(a) wire transfer, or 

(b) the credit card payment link is provided in the invoice. 

12.5 If the Customer opts to pay via credit card through the payment portal, the Customer 
hereby authorises Goldphish to bill by such means: 

(a) on the date of execution of the Order (or in the absence of an Order, the 
Commencement Date) for the Subscription Fees payable in respect of the Subscription 
Term, 

and the Customer authorises Goldphish to use a third party to process payments and 
consents to the disclosure of Customer’s payment information to such third party. 

12.6 Failure to provide purchase order information shall have no effect on the Customer’s 
obligation to pay Subscription Fees by the due date. 

12.7 If Goldphish has not received payment within 14 days of a notice sent on or after the 
due date for payment, and without prejudice to any other rights and remedies of 
Goldphish:  

(a) Goldphish may, without liability to the Customer, disable the Customer's account and 
access to all or part of the Services and Goldphish shall be under no obligation to provide 
any or all of the Services while the payment concerned remain unpaid; and  

(b) interest shall accrue on a daily basis on such due amounts at an annual rate equal to 
5% over the then current base lending rate of Goldphish's bankers in the UK from time to 
time, commencing on the due date and continuing until fully paid, whether before or after 
judgment.  

12.8 Goldphish shall be entitled to increase the Subscription Fees, and the fees payable in 
respect of additional Subscription Allocation, at the start of each Renewal Period by giving 
the Customer notice of such increase. If Goldphish gives the Customer such notice less 
than sixty (60) days prior to the end of the then-current Subscription Term, the Customer 
will have fourteen (14) days after the date of that notice to give Goldphish written notice to 
terminate this Agreement as of the end of the then-current Subscription Term. For the 
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avoidance of doubt, Subscription Fees will also increase in the event that the Customer 
adds Licenses or upgrades its subscription.  

12.7 Subject to the provisions regarding good faith disputes under Section 12.9 below, the 
Customer shall make all payments under this Agreement without set-off, counterclaim, 
withholding or deduction of, or in respect of, any tax unless required by law. If any such 
withholding or deduction is required, the Customer shall, when making the payment to 
which the withholding or deduction relates, pay to Goldphish such additional amount as 
will ensure that Goldphish receives the same total amount that it would have received if 
no such withholding or deduction had been required.  

12.8 The Customer may withhold payment of any invoiced amounts that are disputed by it 
in good faith until the parties reach an agreement with respect to such disputed amounts. 
The withholding of such disputed amounts shall not be deemed a breach of this 
Agreement nor shall any interest be payable in respect of delay in payment of such 
amounts. Customer shall promptly (and in no event more than seven (7) days from 
receipt of invoice) provide written notice to Goldphish of any such dispute prior to 
withholding such payment, specifying in detail reasonably satisfactory to Goldphish the 
nature of the dispute and the amount withheld, or else the Customer will be deemed to 
have approved the invoice and waived any right to dispute the charges. The Customer 
shall pay all undisputed amounts set forth on such invoice in accordance with this 
Section. The parties will negotiate in good faith to attempt to resolve such disputes as 
soon as possible but in any event within thirty (30) days of the Customer notifying 
Goldphish of the dispute.  

12.9 In the event of non-payment or non-compliance with the payment terms in the 
Agreement, the Customer shall be responsible for all legal, collection and debt recovery 
fees and costs incurred to Goldphish in enforcing its legal rights, whether contractual or 
non-contractual, against the Customer. ​
 

13. Proprietary Rights  

13.1 The Customer acknowledges and agrees that Goldphish and/or its licensors own and 
retain all intellectual property rights in the Services, including in any enhancements, 
modifications and updates to them. Except as expressly stated herein, this Agreement 
does not grant the Customer any rights to, under or in, any patents, copyright, database 
right, trade secrets, trade names, trademarks (whether registered or unregistered), or any 
other rights or licences in respect of Goldphish Services. Any rights not expressly granted 
in this Agreement are reserved to Goldphish and its licensors.  

13.2 Goldphish acknowledges and agrees that the Customer owns and retains all rights to 
the Customer Materials. This Agreement does not grant Goldphish any ownership rights to 
Customer Materials. The Customer grants permission to Goldphish to use the Customer 
Materials in order to provide the Services to the Customer and as otherwise permitted by 
this Agreement.  

13.3 Goldphish may use the data and associated metrics related to its provision of and 
Customer’s usage of the Services for development, maintenance, support, and 
improvement of current and future Services; for tracking and improving Services usage 
metrics and statistics; for analysing and reporting on security; and for other similar 
purposes in an aggregated or anonymised form. Goldphish shall not disclose this data in 
any form where the Customer or an individual's identity could be derived.  

13.5 If the Customer provides feedback, suggestions, improvements, or requests for 
additional functionality related to the Goldphish and or the Services (collectively, 
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“Feedback”), it hereby grants Goldphish the unrestricted, perpetual, irrevocable, 
royalty-free, worldwide right to use, reproduce, display, perform, modify, transmit, 
distribute and create derivative works of such Feedback in any way Goldphish deems 
reasonable, without any attribution or accounting. ​
 

14. Orders through Channel Partners  

14.1 In the event that the Customer orders the Services through a Channel Partner:  

(a) these Terms will apply except as set out in Section 14;  

(b) instead of paying Subscription Fees to Goldphish under Section 12, the Customer will 
pay the Channel Partner the applicable amounts in respect of its subscription to the 
Services as agreed between the Customer and the Channel Partner;  

(c) any request for upgrades or adding Licences shall be agreed between the Customer 
and the Channel Partner, and any corresponding order between the Channel Partner and 
Goldphish;  

(d) the Customer is responsible for determining with the Channel Partner as to whether 
the Channel Partner may serve as an Administrator. As between the Customer and 
Goldphish, the Customer is responsible for any access by Channel Partner to the 
Customer’s account and Customer Data;  

(e) Goldphish may suspend or terminate the Customer’s rights to use and access the 
Services if Goldphish does not receive payment in full from the Channel Partner in respect 
of the Customer’s subscription to the Services.  

(f) the details of the Customer’s entitlement to use and access the Services (including the 
Subscription Period, the Subscription Fees, and the Subscription Allocation comprised in 
the subscription) will be as stated in the Order placed with Goldphish by the Channel 
Partner in respect of the Customer’s subscription to the Services, and the Channel Partner 
(not Goldphish) is responsible for ensuring that such Order corresponds with any order 
placed by the Customer with the Channel Partner in respect of the Services;  

(g) To the extent that the Customer is entitled to a refund under these Terms, then unless 
Goldphish otherwise specifies, Goldphish will refund any applicable fees to the Channel 
Partner and the Channel Partner will be solely responsible for refunding the appropriate 
amounts to the Customer;  

(h) Channel Partners are not authorised to modify these Terms or make any promises or 
commitments on Goldphish’s behalf, and Goldphish is not bound by any obligations to 
the Customer other than as set forth in these Terms;  

(i) The amount paid or payable by the Channel Partner to Goldphish in respect of the 
Customer’s access to and use of the Services will be deemed to be the total Subscription 
Fees paid or due and payable referred to in Section 17.5 below for purposes of calculating 
the maximum aggregate liability cap in Section 17.5. The total liability of Goldphish under 
these Terms as set forth in Section 17 states the overall combined liability of Goldphish 
and the Channel Partner;  

(j) Notwithstanding Section 15.3 below, Goldphish shall be entitled to disclose the 
Customer’s Confidential Information to a Channel Partner for the purposes of 
administering the Customer’s subscription and enforcing the terms of the order or any 
agreement between the Customer and Channel Partner, and/or between Goldphish and 

12 
 



 

the Channel Partner, including Customer name, account status (active/inactive); number 
of Authorised Users; overview performance statistics; expiry date of current subscription 
term. ​
 

15. Confidentiality  

15.1 Confidential Information means any non-public information provided by one party or 
its Representatives to the other party or its Representatives hereunder that is either 
conspicuously identified as confidential or proprietary or should be reasonably 
understood to be confidential based on the nature of the information or circumstances of 
the disclosure, including any non-public information relating to the disclosing party’s 
business, assets, affairs, customers, clients, product plans and roadmaps, operations, 
processes, product information, know-how, designs, trade secrets or software. Details of 
the Services, and the results of any performance tests of the Services, shall constitute 
Goldphish Confidential Information; and, Customer Data shall constitute Customer 
Confidential Information. “Representatives” means, in relation to a party, its employees, 
officers, contractors, subcontractors, representatives and advisers.  

15.2 The provisions of this Section shall not apply to any Confidential Information that:  

(a) is or becomes generally available to the public (other than as a result of its disclosure 
by the receiving party or its Representatives in breach of this Section);  

(b) was available to the receiving party on a non-confidential basis before disclosure by 
the disclosing party;  

(c) was, is or becomes available to the receiving party on a non-confidential basis from a 
person who, to the receiving party's reasonable knowledge, is not bound by a 
confidentiality agreement with the disclosing party or otherwise prohibited from 
disclosing the information to the receiving party; or  

(d) the parties agree in writing is not confidential or may be disclosed; or  

(e) is developed by or for the receiving party independently of the information disclosed 
by the disclosing party.  

15.3 Each party shall:  

(a) not use such Confidential Information except for the permitted purposes consistent 
with this Agreement  

(b) not disclose such Confidential Information in whole or in part to any third party, except 
as expressly permitted by this Section 15; and  

(c) implement appropriate technical and organisational security measures in respect of 
the disclosing party’s Confidential Information.  

15.4 A party may disclose the other party's Confidential Information to those of its 
Representatives who need to know such Confidential Information for the Permitted 
Purpose, provided that it informs such Representatives of the confidential nature of the 
Confidential Information before disclosure, and at all times, it is responsible for such 
Representatives' compliance with the confidentiality obligations set out in this Section.  

15.5 A party may disclose Confidential Information to the extent such Confidential 
Information is required to be disclosed by law, by any governmental or other regulatory 
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authority (including by a court or other authority of competent jurisdiction provided that, 
to the extent, it is legally permitted to do so, it gives the other party as much notice of such 
disclosure as practicable.  

15.6 Neither party shall be responsible for any loss, destruction, alteration or disclosure of 
Confidential Information caused by any third party not under its control, including in 
relation to any Integration. Goldphish shall not be responsible for any loss, destruction, 
alteration or disclosure of Confidential Information caused by the Customer’s or any 
Authorised User’s failure to apply any facility provided by Goldphish to reduce the risk of 
unauthorised use of or access to the Services or any failure of any Authorised User to keep 
secure its authentication credentials for the Services.  

15.7 Each party reserves all rights in its Confidential Information. No rights or obligations in 
respect of a party's Confidential Information other than those expressly stated in this 
Agreement are granted to the other party, or to be implied from this Agreement.  

15.8 Goldphish may publicly identify Customer as a user of Goldphish, and add the 
Customer’s name and logo to Goldphish’s list of Customers, its promotional materials and 
the Goldphish Website. The Customer can opt out of any future such use by emailing 
info@goldphish.com. Goldphish shall in doing so comply with the Customer’s standard 
trade mark use guidelines to the extent notified to Goldphish in writing. Goldphish will not 
imply any untrue sponsorship, endorsement, or affiliation between Customer and 
Goldphish. Upon termination of this Agreement, Goldphish will remove any public 
references to the Customer from the Goldphish Website but shall not be required to 
remove any such references from any other materials produced prior to termination.  

15.9 Except as expressly stated in this Agreement, no party makes any express or implied 
warranty or representation concerning its Confidential Information.  

15.10 The provisions of this Section 15 shall supersede the terms of any confidentiality 
agreement or non-disclosure agreement between Goldphish and the Customer and any 
such confidentiality agreement or non-disclosure agreement shall have no further force 
or effect with respect to the exchange of Confidential Information after the 
Commencement Date.  

15.11 The above provisions of this Section 15 shall continue to apply after termination or 
expiry of this Agreement. ​
 

16. Indemnity  

16.1 Goldphish shall defend the Customer, its officers, directors and employees against any 
claim made by a third party (not being an Affiliate of the Customer) that the Customer's 
use of the Services in accordance with this Agreement infringes any United Kingdom 
patent issued as of the Commencement Date, copyright, trade mark, or database right, 
and shall indemnify the Customer for any amounts awarded against the Customer in 
judgment or settlement of such claims, provided that:  

(a) Goldphish is given prompt notice of any such claim (but in any event notice in 
sufficient time for it to respond without prejudice);  

(b) the Customer does not make any admission, or otherwise attempt to compromise or 
settle the claim and provides reasonable co-operation to Goldphish in the defence and 
settlement of such claim, at Goldphish's expense including providing a copy of the claim, 
all relevant evidence in Customer’s possession, custody, or control, and cooperation with 
evidentiary discovery, litigation, and trial, including making witnesses within Customer’s 
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employ or control available for testimony; and  

(c) Goldphish is given sole authority to defend or settle the claim.  

16.2 In the defence or settlement of any claim, Goldphish may procure the right for the 
Customer to continue using the Services, replace or modify the Services so that they 
become non-infringing or, if such remedies are not reasonably available, terminate this 
Agreement on two Business Days' notice to the Customer without any additional liability or 
obligation to pay liquidated damages or other additional costs to the Customer, provided 
that Goldphish shall reimburse the Customer prepaid Subscription Fees pro-rata to the 
unexpired portion of the Subscription Term or the then-current Renewal Period (as the 
case may be).  

16.3 In no event shall Goldphish, its employees, agents and sub-contractors be liable to 
the Customer to the extent that the alleged infringement is based on:  

(a) a modification of the Services by anyone other than Goldphish or its agents;  

(b) any breach of this Agreement by the Customer;  

(c) the use of any Open Source Software;  

(d) any Free Services;  

(e) use of any Customer Materials;  

(f) the Customer's use of the Services in a manner inconsistent with the Documentation;  

(g) the Customer’s use of the Services in combination with software or other technology 
or services not supplied by or on behalf of Goldphish (including any Non-Goldphish 
Service), where the alleged infringement would not have occurred but for such 
combination; or  

(h) the Customer's use of the Services after notice of the alleged or actual infringement 
from Goldphish or any appropriate authority.  

16.4 The foregoing states the Customer's sole and exclusive rights and remedies, and 
Goldphish's (including Goldphish's employees, agents subprocessors and 
sub-contractors) entire obligations and liability, for infringement of any patent, copyright, 
trademark, or database right. ​
 

17. Limitation of Liability  

17.1 Except as expressly and specifically provided in this Agreement:  

(a) the Customer assumes sole responsibility for results obtained from the use of the 
Services by the Customer and for conclusions drawn from such use. Goldphish shall have 
no liability for any damage caused by errors or omissions in any information, instructions 
provided to Goldphish by the Customer in connection with the Services, or any actions 
taken by Goldphish at the Customer's direction;  

(b) all warranties, representations, conditions and all other terms of any kind whatsoever 
implied by statute or common law are, to the fullest extent permitted by applicable law, 
excluded from this Agreement; and  
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(c) the Services are provided to the Customer on an "as is" basis.  

17.2 Nothing in this Agreement limits or excludes the liability of either party:  

(a) for death or personal injury caused by that party's negligence; or  

(b) for fraud or fraudulent misrepresentation; or  

(c) for any liability which cannot lawfully be limited or excluded.  

17.3 Subject to Section 17.2 and Section 17.6, neither party shall be liable whether in tort 
(including for negligence or breach of statutory duty), contract, misrepresentation, 
restitution or otherwise for any of the following however arising under this Agreement:  

(a) loss of profits or loss of business;  

(b) loss of anticipated savings;  

(c) damage to reputation or depletion of goodwill and/or similar losses;  

(d) loss or corruption of data or information, or  

(e) for any special, indirect or consequential loss, costs, damages, charges or expenses.  

17.4 Subject to Section 17.2, Goldphish’s aggregate liability in respect of any Free Services 
(howsoever arising under or in connection with this Agreement) shall not exceed £50 (fifty 
pounds sterling).  

17.5 Subject to Section 17.2, 17.4 and 17.6, each party’s total aggregate liability in contract 
(including in respect of the indemnity at Section 16.1), tort (including negligence or breach 
of statutory duty), misrepresentation, restitution or otherwise, arising in connection with 
the performance or contemplated performance of this Agreement shall be limited to the 
total Subscription Fees paid or due and payable during the 12 months immediately 
preceding the date on which the claim arose.  

17.6 Nothing in this Agreement excludes the liability of the Customer in respect of any 
breach of Section 8.2 or for any infringement, misuse or misappropriation of Goldphish’s 
intellectual property rights or Confidential Information, or limits the Customer's payment 
obligations under this Agreement. Amounts owed by the Customer in respect of 
Subscription Fees or under any Orders shall not be taken into account for the purposes of 
the limit on liability under Section 17.5. Section 17.5 does not apply to any liability of the 
Customer to the extent that, at the time of the event giving rise to such liability, it does not 
have a paid subscription to the Services. ​
 

18. Term and Termination  

18.1 This Agreement shall, unless otherwise terminated as provided in this Section 18, 
commence on the date of execution of the Order or (if no Order is executed) the earlier of 
the Customer’s acceptance of these Terms and its accessing the Services, and shall 
continue for the Subscription Term and, thereafter, this Agreement can be renewed for 
successive periods of 12 months (each a Renewal Period), on the execution of a Renewal 
Order. If no Renewal Order is executed at the end of the Subscription Term or any Renewal 
Period, this Agreement shall terminate upon the expiry of the applicable Subscription 
Term or Renewal Period. This Section 18.1 shall not apply in respect of Free Services. Free 
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Services do not renew and may be terminated at any time by Goldphish.  

18.2 Without affecting any other right or remedy available to it, either party may terminate 
this Agreement with immediate effect by giving written notice to the other party if the 
other party:  

(a) fails to pay any amount due under this Agreement on the due date for payment and 
remains in default not less than 14 days after being notified to make such payment;  

(b) commits a material breach of this Agreement and such breach is not remediable;  

(c) commits a material breach of any other term of this Agreement and (if such breach is 
remediable) fails to remedy that breach within a period of 30 days after written notice of 
it;  

(d) ceases operation of its business without a successor;  

(e) seeks protection under any bankruptcy, receivership, trust deed, creditors’ 
arrangement, composition or comparable proceeding, or if any such proceeding is 
instituted against that party (and not dismissed within sixty (60) days).  

18.3 On termination of this Agreement for any reason (including expiry):  

(a) the Customer shall immediately cease all use of the Services;  

(b) Goldphish may destroy or otherwise dispose of any of the Customer Data in its 
possession unless Goldphish receives, no later than 10 days after the effective date of the 
termination of this Agreement, a written request for the delivery to the Customer of the 
then most recent back-up of the Customer Data. Goldphish shall use reasonable 
commercial endeavours to deliver the backup to the Customer within 30 days of its 
receipt of such a written request, provided that the Customer has, at that time, paid all 
fees and charges outstanding at and resulting from termination (whether or not due at 
the date of termination). The Customer acknowledges that the Services comprise a 
facility for the Customer to download Customer Data, in the manner and to the extent set 
out in the Documentation; and  

(c) any rights, remedies, obligations or liabilities of the parties that have accrued up to the 
date of termination, including the right to claim damages in respect of any breach of this 
Agreement which existed at or before the date of termination shall not be affected or 
prejudiced;  

(d) any provision of this Agreement that, either by its terms or to give effect to its 
meaning, must survive and such other provisions that expressly or by their nature are 
intended to survive termination will survive the expiration or termination of this 
Agreement. Without limitation, Sections 13 (Proprietary Rights), 15 (Confidentiality), 16 
(Indemnity), 17 (Limitation of Liability), and 21 (Other Important terms) will survive the 
expiration or termination of this Agreement.  

18.4 If the Customer terminates this Agreement in accordance with Section 18.2, Goldphish 
will refund any Subscription Fees paid in advance by the Customer for the Services 
applicable to the period after termination. If Goldphish terminates this Agreement in 
accordance with Section 18.2, then the Customer will pay any unpaid Subscription Fees for 
the remainder of the then-current Subscription Term or Renewal Period (as the case may 
be). In no event will termination of this Agreement relieve the Customer of its obligation to 
pay any amounts payable to Goldphish for the period prior to the date of termination. ​
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19. Force Majeure  

19.1 Neither party shall be in breach of this Agreement nor liable for delay in performing, or 
failure to perform, any of its obligations under this Agreement if such delay or failure 
results from events, circumstances or causes beyond its reasonable control. The time for 
the performance of such obligations shall be extended accordingly. ​
 

20. Modification and Variation  

20.1 Goldphish may update these Terms (“Terms Updates”) from time to time in its sole 
discretion by notifying the Customer of such update by email, or as a notification to an 
Administrator by means of the Services (each an “Update Notification”). The Terms 
Update shall replace the preceding version of these Terms for the purposes of this 
Agreement from the next Renewal Period. ​
 

21. Other Important Terms  

21.1 No Waiver. A waiver of any right or remedy is only effective if given in writing and shall 
not be deemed a waiver of any subsequent right or remedy. A delay or failure to exercise, 
or the single or partial exercise of, any right or remedy shall not waive that or any other 
right or remedy, nor shall it prevent or restrict the further exercise of that or any other right 
or remedy.  

21.2 Severance. If any provision or part-provision of this Agreement is or becomes invalid, 
illegal or unenforceable, it shall be deemed deleted, but that shall not affect the validity 
and enforceability of the rest of this Agreement. If any provision or part-provision of this 
Agreement is deemed deleted the parties shall negotiate in good faith to agree a 
replacement provision that, to the greatest extent possible, achieves the intended 
commercial result of the original provision.  

21.3 Entire Agreement and No Reliance on Representations: This Agreement constitutes 
the entire agreement between the parties and supersedes and extinguishes all previous 
and contemporaneous agreements, promises, assurances and understandings between 
them, whether written or oral, relating to its subject matter. Each party acknowledges that 
in entering into this Agreement it does not rely on, and shall have no remedies in respect 
of, any statement, representation, assurance or warranty (whether made innocently or 
negligently) that is not set out in this Agreement. Each party agrees that it shall have no 
claim for innocent or negligent misrepresentation or negligent misstatement based on 
any statement in this Agreement. Nothing in this Section shall limit or exclude any liability 
for fraud.  

21.4 Customer standard terms of no effect. For the avoidance of doubt, the Customer’s 
standard terms of purchase are expressly excluded from this Agreement and all Orders 
shall be treated as placed upon these Terms regardless of whether the Customer 
purports to incorporate the standard terms of the Customer (including by means of any 
purchase order). No standard terms of the Customer shall form part of this Agreement.  

21.5 Assignment and other dealings. The Customer shall not assign or transfer this 
Agreement without Goldphish’s prior written consent (which shall not be unreasonably 
withheld or delayed), except that it may assign this Agreement to a successor by reason 
of merger, reorganisation, sale of all or substantially all of its assets, change of control or 
operation of law, provided such successor is not a competitor of Goldphish. Goldphish 
may assign this Agreement to any Affiliate or in the event of merger, reorganisation, sale 
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of all or substantially all of its assets, change of control or operation of law. Subject to this 
Section, this Agreement will inure to the parties’ permitted successors and assigns.  

21.6 No third-party rights. This Agreement does not confer any rights on any person or 
party (other than the parties to this Agreement and, where applicable, their successors 
and permitted assigns) pursuant to the Contracts (Rights of Third Parties) Act 1999.  

21.7 Notices. To Goldphish: Notice will be sent by email to info@goldphish.com and will be 
deemed delivered as of the date of actual receipt.  

To Customer: such email address as provided in respect of any Administrator or the billing 
account information for the Customer, provided that Goldphish may also give notices by 
general notices to Administrators via the Services. Any notice to the Customer will be 
deemed given upon the first Business Day after Goldphish sends it.  

21.8 Governing Law and Jurisdiction. This Agreement and any dispute or claim arising out 
of or in connection with it or its subject matter or formation (including non-contractual 
disputes or claims) shall be governed by and in accordance with the laws of England and 
Wales. Each party irrevocably agrees that the courts of England and Wales shall have 
exclusive jurisdiction to settle any dispute or claim arising out of or in connection with this 
Agreement or its subject matter or formation (including non-contractual disputes or 
claims).  

Last Updated: 28 January 2026  
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Schedule 1 - Data Protection  

1. Each of Goldphish and the Customer shall comply at all times with and assist each other 
in complying with their respective responsibilities for compliance with the obligations of 
Data Protection Laws in connection with the processing of Personal Data.  

2. Each of Goldphish and the Customer shall in its processing of Personal Data: (i) comply 
with data protection by design and data protection by default obligations under Data 
Protection Laws, including, where required, legitimate interest assessments and data 
protection impact assessments and associated consultation with data subjects, other 
parties involved with the processing and any applicable supervisory authority, to ensure 
appropriate technical and organisational measures, including appropriate data 
protection governance and audit compliance, are implemented to safeguard the rights 
and freedoms of data subjects; (ii) not retain any of Personal Data for longer than is 
necessary to perform its obligations or exercise its rights under this Agreement; (iii) only 
transfer any Personal Data outside the United Kingdom or EEA to third countries in 
accordance with a mechanism lawful under Data Protection Laws, including finding of 
adequacy decisions, appropriate standard contractual clauses or binding corporate 
rules; (iv) maintain appropriate technical and organisational measures designed to 
secure Personal Data from unauthorised disclosure and modification, which (in the case 
of Goldphish) are described in the Security Documentation; and (v) monitor for, 
investigate and manage any actual or suspected personal data breach regarding 
processing activities undertaken by them, to inform the other party of such personal data 
breaches without undue delay; (vi) notify any applicable law enforcement authority 
(including any applicable supervisory authority) regarding personal data breaches where 
required relating to processing activities undertaken by them; and (vii) ensure that any 
staff or personnel (including contractors) authorised by it to process Personal Data shall 
be subject to a binding duty of confidentiality in respect of such data. Each party shall 
only process Personal Data for the purposes set out in its privacy notice (in the case of 
Goldphish, being the Goldphish Privacy Notice).  

3. Goldphish shall (i) maintain and make available to the Customer on request a list of 
third parties used by Goldphish to process Personal Data; and (ii) upon Customer’s 
written request, provide (on a confidential basis) copies of relevant external Cyber 
Essentials certifications, security assessment report summaries and/or other 
documentation reasonably required by Customer to verify Goldphish’s compliance with 
this Schedule.  

4. Each of Goldphish and the Customer shall: (i) ensure it has a legal basis under Data 
Protection Laws for its processing of Personal Data. Goldphish’s legal basis is as set out in 
the Goldphish Privacy Notice; (ii) provide information notices to data subjects regarding 
processing activities in respect of Personal Data. Goldphish’s information notice is 
Goldphish Privacy Notice; (iii) fulfil any data subject rights request pertaining to their 
processing activities in respect of Personal Data or (where this is not possible) assist the 
other party in doing so; and (iv) designate a contact point for data subjects. Goldphish’s 
point of contact is set out in the Goldphish Privacy Notice. To the extent that the parties 
share any Personal Data with each other, this is for the purpose of employee cybersecurity 
risk assessment, management, and training. Goldphish may also independently of the 
Customer process Personal Data for the purposes of research and ongoing development 
of its services.  

5. Each of Goldphish and the Customer shall notify the other without undue delay in 
writing if it receives from any applicable law enforcement authorities (including any 
applicable regulators) where permitted to do so: (i) any communication seeking to 
exercise rights conferred on data subjects by Data Protection Laws; (ii) any complaint or 
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any claim for compensation arising from or relating to the processing of Personal Data; 
(iii) any communication from any applicable law enforcement authorities (including any 
applicable regulators).  

6. Each of Goldphish and the Customer shall provide such information and such 
assistance to the other as they may reasonably require, to allow the other party to comply 
with their data protection by design and data protection by default obligations under 
Data Protection Laws, including, where required, consultation regarding legitimate interest 
assessments and data protection impact assessments, to ensure appropriate technical 
and organisational measures, including appropriate data protection governance and 
audit compliance, are implemented to safeguard the rights and freedoms of data 
subjects, including such full and prompt information and assistance to the other party 
and any applicable law enforcement authorities (including any applicable regulators) in 
relation to a personal data breach.  

7. The Personal Data may be provided by the Customer or from the Authorised Users. To 
the extent that Goldphish and the Customer are considered ‘joint controllers’ or 
“independent controllers” for the purposes of the Customer receiving the Services, The 
Customer acknowledges that in order to facilitate Goldphish’s provision of the Services 
Goldphish may transfer Personal Data to third-party service providers such as 
administration & support service providers, customer relationship management software 
and communication platforms. Where such a service provider is outside of the United 
Kingdom, Goldphish shall ensure that the appropriate lawful transfer mechanisms are in 
place when transferring Personal Data.  

8. Following termination of this Agreement, Goldphish shall ensure that all Personal Data 
held by it in respect of Authorised Users will be automatically deleted or anonymised.  

9. Each of Goldphish and the Customer shall at no additional cost, keep or cause to be 
kept such information as is necessary to demonstrate compliance with their respective 
obligations under this Schedule.  

10. Rights of data subjects shall be ensured as follows:  

(i) The right to be informed. The point of contact for this Agreement will ensure that 
appropriate privacy notices are in place so that individuals are informed about the use of 
their Personal Data;  

(ii) The right of access. The point of contact for this agreement will ensure that procedures 
are in place to manage subject access requests. If information supplied by another party 
is captured by a subject access request, reasonable endeavours should be made to 
consult with that party regarding the release.  

(iii) The right to rectification. Concerns from individuals about the accuracy of their 
Personal Data shall be referred to the originating organisation. They will in turn investigate 
and inform any recipients of the Personal Data if it is concluded to be incorrect, so it can 
be corrected.  

(iv) The right to erasure. Requests from individuals regarding the erasure of their Personal 
Data need to be referred to the originating party. They will in turn consider the request and 
inform any recipients of the information so that it can be erased.  

(v) The right to restrict processing. Requests from individuals regarding the restriction of 
processing of their Personal Data need to be referred to the originating party. They will in 
turn consider the request and inform any recipients of the Personal Data so that its 
processing can be restricted.  
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(vi) The right to data portability. Each party will ensure that procedures are in place to 
manage requests for portability of data.  

(vii) The right to object. If an objection to processing is received, the point of contact for 
this agreement will assess whether it is appropriate to inform the other parties to this 
Agreement. 
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Schedule 2 - Support Services  

1.​ Escalation Flowchart 

Goldphish shall use reasonable endeavours to deal with Support requests in accordance 

with the process set out below.​
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