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Ransomware attacks cost an average of 
$4.62 million last year. Don’t be next. 

Key Ransomware Attack Trends

The Most Common Types of
Malware

The rise of double extortion

Attackers are increasingly using double 

extortion tactics where they not only 

steal a company’s data, but also 

threaten to publish it if a ransom isn’t 

paid.

Ransomware as a Service is spreading

RaaS lets criminals purchase complex 

ransomware tools to deploy an attack, 

allowing even rookie criminals to carry 

out a large-scale attack.

Increasing ransom demands

Attackers are demanding higher ransom 

payouts than ever before - the average 

ransom demand increased 518% in the 

last year.

Critical Industries are top targets

Attackers are targeting critical industries 

with larger payouts, like manufacturing 

and healthcare, who can’t withstand a 

halt in operations.

How You Can Prevent
Ransomware Attacks

In simple terms, ransomware is a type of 
malicious software, or malware, designed to 

block access to a computer system or 
computer files until a sum of money known as 

ransom has been paid.
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Every 14 seconds
a new organisation falls
victim to ransomware
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Think before
you click

Invest in cyber security
awareness training

Regularly back
up data

Update, update,
update!

Beware of
malicious websites

Use endpoint
security protection

Should You Pay
The Ransom?

Law enforcement do not encourage, 
endorse, nor condone the payment of 

ransom demands. 

If you do pay the ransom:

Attackers will also threaten to publish 
data if payment is not made. To counter 

this, organisations should take 
measures to minimise the impact of 

data exfiltration.

1. there is no guarantee that you will      
   get access to your data or computer

2. your computer will still be infected

3. you will be paying criminal groups

4. you're more likely to be targeted
    in the future


