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Businesses and individuals have had to adjust significantly, not only to 
a new way of working, but to a new way of living - remotely - to a life 
online. And with this more and more cyber criminals are lurking, ready 

to take advantage of increased security vulnerabilities. 

How can you begin to protect yourself and your online network 
(friends, family, colleagues) and be the cyber hero they all need?

• A-Z GuIDe •
to cyber security
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AntiVirus
Software designed to detect, stop and remove viruses and 
other kinds of malicious software.
 

ADwAre 
Any piece of software or application that shows 
advertisements on your computer.
 
APP
Short for Application, typically refers to a software program for 
a smartphone or tablet.
 
AttAcker
Malicious actor who seeks to exploit computer systems with 
the intent to
change / destroy / steal / disable information and exploits the
outcome.
 
AVAiLAbiLity
Reliable access to data, information and systems at all times. 
Availability attacks include DDoS and Ransomware.

breAch
An incident in which data, computer systems or networks are
accessed or affected in a non-authorised way.

bAckDoor
Unauthorised access to a program, network, or computer 
system which bypasses the standard authentication measures.
 
bAckuPs
A copy of files and systems that can help in recovery after 
losing data or access to data following a cyber attack.
 
botnet
A network of infected devices, connected to the Internet, used 
to commit coordinated cyber attacks without their owner’s 
knowledge.
 
bLAckListinG
An access control mechanism that blocks named entities, 
such as websites and email domians from communicating with 
a computer, site or network.
 
brute force AttAck
Using a computational power to automatically enter a huge 
number of combination of values, usually in order to discover 
passwords and gain access.
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cyber security
The protection of devices, services and networks, and the
information on them, from theft or damage.

certificAte
A form of digital identity for a computer, user or organisation to allow the 
authentication and secure exchange of information.
 
cLouD
Where shared computer and storage resources are accessed as a service, 
instead of hosted locally on physical services.  

confiDentiALity
Access control to information and systems. Ensuring only authorised or 
authenticated access. Confidentiality breaches refer to data loss and theft.
 
creDentiALs
A user’s authentication information used to verify identity - for example, 
your login information.
 
cyber AttAck
Malicious attempts to damage, disrupt or gain unauthorised access to 
computer systems, networks or devices. 
 
cyber inciDent
A breach of the security rules for a system or service - most commonly;
• Attempts to gain unauthorised access to a system or to data.
• Unauthorised use of systems for the processing or storing of data.
• Changes to a systems firmware, software or hardware without the 

system owners consent.
• Malicious disruption and/or denial of service.

DiGitAL footPrint
A ‘footprint’ of digital information that a user’s online activity 
leaves behind.

DAtA At rest
Data in persistent storage such as hard disks, removable 
media or backups.
 
DictionAry AttAck
A type of brute force attack in which the attacker uses known 
dictionary words, phrases or common passwords as their 
guesses.

DeniAL of serVice (Dos)
When legitimate users are denied access to computer services 
(or resources), usually by an attacker overloading the service 
with requests.
 
DownLoAD AttAck
The unintentional installation of malicious software or virus 
onto a device without the users knowledge or consent. Also 
known as a drive-by download.
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firewALL
Hardware or software which uses a defined rule set to 
constrain network traffic to prevent unauthorised access to or 
from a network.
 

firMwAre
Code embedded into computer hardware that links software to 
hardware.

GDPr | GenerAL DAtA Protection reGuLAtion
A data privacy legal framework adopted by all countries in
the European Union.

encryPtion
A mathematical function that protects information by making it 
unreadable by everyone except those with the key to decode it.

ethicAL hAckinG
Identifying vulnerabilities and security exposures within computer 
systems by acting like hackers to discover gaps in security.
 
exPLoit
May refer to software or data that takes advantage of a vulnerability 
in a system to cause unintended consequences.

Powered by GoldPhish® goldphish.com

www.goldphish.com


hAcker
Someone with some computer skills who uses them to break
into computers, systems and networks.

 
hArDwAre
Physical computer components, such as routers, devices and 
keyboards.
 
honeyPot (honeynet)
Decoy system or network to attract potential attackers that helps 
limit access to actual systems by detecting and deflecting or learning 
from an attack. Multiple honeypots form a honeynet.

JAVAscriPt
JavaScript gives web pages interactive elements that engage a
user. If taken over by a hacker, it can be programmed to
produce or run a malicious functionality against website visitors. 

InsiDer threAts
The potential for damage to be done maliciously or 
inadvertently by a legitimate user with privileged access to 
systems, networks or data.

InciDent
A breach of the security rules for a system or service, such as:
• Attempts to gain unauthorised access to a system and/or 

data
• Unauthorised use of systems for the processing or storing 

of data
• Changes to a systems firmware, software or hardware 

without the system owner’s consent
• Malicious disruption and/or denial of service
 
Internet of thinGs (Iot)
Refers to the ability of everyday objects (rather than computers 
and devices) to connect to the Internet. Examples include 
kettles, fridges and televisions.
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keyLoGGer
A software or hardware programme that monitors keystrokes
on a computer for the purposes of password theft.

MALwAre
Malicious software - delivered to a user with the intent to 
cause damage or gain unauthorised access to a computer 
system and information. 

MAcro
A small program that can automate tasks in applications (such
as Microsoft Office) which attackers can use to gain access to
(or harm) a system.

MALVertisinG
Using online advertising as a delivery method for malware.

MitiGAtion
Steps that organisations and individuals can take to minimise 
and address risk.

LAn | LocAL AreA network 
A computer network limited to an area such as offices or a 
group of offices that link up devices on a network including 
PC’s, laptops, printers and shared file drives.
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oPen source
Software that has its code listed freely as a template to use,
share and modify. 

off-site bAckuP
An off-site backup is a copy of all your company’s data located 
in a cloud system or other physical location where it can be 
accessed in the event of lost or stolen records.

PhishinG
Untargeted, mass emails sent to many people asking for 
sensitive information (such as bank details) or encouraging 
them to visit a fake website.

PAtchinG
Applying updates to firmware or software to improve security 
and/or enhance functionality.

Pentest
Short for penetration test. An authorised test of a computer 
network or system designed to look for security weaknesses 
so that they can be fixed.

PhArMinG
An attack on network infrastructure that results in a user being 
redirected to an illegitimate website - despite the user having 
entered the correct address.

PLAtforM
The basic hardware (device) and software (operating system) 
on which applications can be run.

PLuGins
Customisable additions to software or browsers that add 
extra functionality. As with any download, only install if from a 
trusted source and vetted accordingly.

network Defense
Tools, activities, programs and policies in place to protect an 
organisation’s network such as hardware, software, data and 
communication system.

network
Two or more computers linked in order to share resources.
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router
A network device which sends data packets from one network
to another based on the destination address. Also referred to
as a gateway. 

rAt | reMote Access troJAns
A malicious program, masked as something legitimate which 
can allow hackers to overtake a system remotely.

recAPtchA
A CAPTCHA service from Google that protects websites from 
spam and fake traffic caused by bots.

two-fActor AuthenticAtion (2fA)
The use of two different components to verify a user’s claimed 
identity. Also known as multi-factor authentication. 

troJAn
A type of malware or virus disguised as legitimate software, 
that is used to hack into the victim’s computer.

sociAL enGineerinG
Manipulating people into carrying out specific actions, or 
divulging information, that’s of use to an attacker. 

sAAs | softwAre As A serVice 
A business model where consumers access centrally-hosted
software applications over the Internet.
 
sMishinG
Phishing via SMS: mass text messages sent to users asking 
for sensitive information (eg bank details) or encouraging them 
to visit a fake website.
 
sPeAr-PhishinG
A more targeted form of phishing, where the email is designed 
to look like it’s from a person the recipient knows and/or trusts.

ssL certificAte
A Secure Sockets Layer certificate, this certificate 
authenticates the identity of a website and encrypts the 
information sent to the server using secure technology.
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urL | uniforM resource LocAtor
A URL is the address of a specific webpage or file on the
Internet.

urL sPoofinG
A technique used by hackers to redirect users to fake / malicious 
URLS like phishing sites. The URL mimics that of a legitimate and 
secure website seen as trustworthy to users.

whALinG
Highly targeted phishing attacks (masquerading as legitimate
emails) that are aimed at senior executives. 

wAter-hoLinG (wAterinG hoLe AttAck)
Setting up a fake website (or compromising a real one) in order
to exploit visiting users.

whiteListinG
A default policy that will only allow trusted applications and software 
to be downloaded, run and update.

Virus
Programs which can self-replicate and are designed to infect 
legitimate software programs or systems. A form of malware.
 

VirtuAL PriVAte network (VPn)
An encrypted network often created to allow secure 
connections for remote users, for example in an organisation 
with offices in multiple locations.
 
VuLnerAbiLity
A weakness, or flaw, in software, a system or process. 
An attacker may seek to exploit a vulnerability to gain 
unauthorised access to a system.
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y2k
Many feared that electronic devices would cease working in 
the year 2000 and while Y2K ‘Millennium Bug’ proved to be a 
non-issue, it is one of the first recorded phenomenons of cyber 
security and prevention measures being brought to a societal 
level of awareness.

Zero-DAy VuLnerAbiLity
Recently discovered vulnerabilities (or bugs), not yet known to 
vendors or antivirus companies, that hackers can exploit.

Zero-DAy exPLoit
Hackers will develop an ‘exploit’ or malicious code before a 
flaw can be patched, or fixed.

xMt
This is also called transmit and is the method of sending data 
to an alternate computer or device.
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